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SUPPLEMENTAL INFORMATION 

ABOUT THE AGREEMENT 

BETWEEN 

ERIE 1 BOCES AND MICROSOFT 

Erie 1 BOCES has entered into a with [MICROSOFT] 
which governs the availability to Participating Educational Agencies of the following Product(s): 

 

Pursuant to the Agreement, Participating Educational Agencies may provide to Vendor, and Vendor will 
receive, personally identifiable information about students, or teachers and principals, that is protected 
by Section 2-  

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which Vendor 
is being provided access to Protected Data is to provide Participating Educational Agencies with the 
functionality of the Product(s) listed above.  Vendor agrees that it will not use the Protected Data for 
any other purposes not explicitly authorized in the Agreement.  Protected Data received by Vendor, or 

ractors, assignees, or other authorized agents, will not be sold, or released or 
used for any commercial or marketing purposes.  

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or other 
authorized agents to perform one or more of its obligations under the Agreement (including any hosting 
service provider).  Vendor will ensure that such subcontactors, assignees, or other authorized agents 

Online Services 

Microsoft Dynamics 365 Core 
Services 

The following services, each as a standalone service or as included in a Dynamics 365 branded plan or application: 
Dynamics 365 Customer Service Enterprise, Dynamics 365 Customer Service Professional, Dynamics 365 Customer 
Service Insights, Dynamics 365 Field Service, Dynamics 365 Business Central, Dynamics 365 Supply Chain Management, 
Dynamics 365 Finance, Dynamics 365 Marketing, Dynamics 365 Project Service Automation, Dynamics 365 Commerce, 
Dynamics 365 Human Resources, Dynamics 365 Sales Enterprise, and Dynamics 365 Sales Professional. Dynamics 365 
Core Services do not include (1) Dynamics 365 Services for supported devices or software, which includes but is not 
limited to Dynamics 365 for apps, tablets, phones, or any of these; (2) LinkedIn Sales Navigator; or (3) except as expressly 
defined in the licensing terms for the corresponding service, any other separately-branded service made available with or 
connected to Dynamics 365 Core Services. 

Office 365 Services 

The following services, each as a standalone service or as included in an Office 365-branded plan or suite: Compliance 
Manager, Customer Lockbox, Exchange Online Archiving, Exchange Online Protection, Exchange Online, Microsoft 
Bookings, Microsoft Forms, Microsoft MyAnalytics, Microsoft Planner, Microsoft StaffHub, Microsoft Stream, Microsoft 
Teams (including Bookings, Lists, and Shifts),  Microsoft To-Do, Office 365 Advanced Threat Protection, Office 365 
Video, Office for the web, OneDrive for Business, Project (except Roadmap and Project for the web), SharePoint Online, 

managed through the admin portal and chats between two members 

or any separately branded service made available with an Office 365-branded plan or suite, such as a Bing or a service 
 

Microsoft Azure Core Services 

API Management, App Service (API Apps, Logic Apps, Mobile Apps, Web Apps), Application Gateway, Application 
Insights, Automation, Azure Active Directory, Azure Cache for Redis, Azure Container Registry (ACR), Azure Container 
Service, Azure Cosmos DB (formerly DocumentDB), Azure Database for MySQL, Azure Database for PostgreSQL, Azure 
Databricks, Azure DevOps Services, Azure DevTest Labs, Azure DNS, Azure Information Protection (including Azure 
Rights Management), Azure Kubernetes Service, Azure NetApp Files, Azure Resource Manager, Azure Search, Backup, 
Batch, BizTalk Services, Cloud Services, Computer Vision, Content Moderator, Data Catalog, Data Factory, Data Lake 
Analytics, Data Lake Store, Event Hubs, Express Route, Face, Functions, HDInsight, Import/Export, IoT Hub, Key Vault, 
Load Balancer, Log Analytics (formerly Operational Insights), Azure Machine Learning Studio, Media Services, Microsoft 
Azure Portal, Multi-Factor Authentication, Notification Hubs, Power BI Embedded, QnA Maker, Scheduler, Security 
Center, Service Bus, Service Fabric, Site Recovery, SQL Data Warehouse, SQL Database, SQL Server Stretch Database, 
Storage, StorSimple, Stream Analytics, Text Analytics, Traffic Manager, Virtual Machines, Virtual Machine Scale Sets, 
Virtual Network, and VPN Gateway  

Microsoft Cloud App Security The cloud service portion of Microsoft Cloud App Security. 

Microsoft Intune Online Services 
The cloud service portion of Microsoft Intune such as the Microsoft Intune Add-on Product or a management service 
provided by Microsoft Intune such as Mobile Device Management for Office 365. 

Microsoft Power Platform Core 
Services 

The following services, each as a standalone service or as included in an Office 365 or Microsoft Dynamics 365 branded 
plan or suite: Microsoft Power BI, Microsoft Power Apps, and Microsoft Power Automate. Microsoft Power Platform Core 
Services do not include any client software, including but not limited to Power BI Report Server, the Power BI, PowerApps 
or Microsoft Power Automate mobile applications, Power BI Desktop, or Power Apps Studio. 

Microsoft Defender Advanced 
Threat Protection Services 

The following cloud service portions of Microsoft Defender Advanced Threat Protection: Attack Surface Reduction, Next 
Generation Protection, Endpoint Detection & Response, Auto Investigation & Remediation, Threat & Vulnerability 
Management, SmartScreen. 
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abide by the provisions of these agreements and is responsible for their performance under the 
agreement. 

Duration of Agreement and Protected Data Upon Expiration: 
 The Agreement commenced on July 30, 2013 and will expire on June 30, 2026 date. 

 
 Upon expiration of any Enrollment under this Agreement without renewal, Vendor shall, if 

requested by BOCES, or Participating Educational Agency, provide tools to the BOCES, or 
Participating Educational Agency for exporting all electronically stored Shared Data previously 
received back to the BOCES or Participating Educational Agency.  Microsoft will retain the 
Protected Data that remains stored in Online Services in a limited function account for 90 days 
after expiration or termination of this Agreement.  Thereafter, Vendor shall promptly securely 
delete and/or dispose of any and all Protected Data remaining in the possession of Vendor or 
its assignees or subcontractors (including all electronic versions or electronic imaging of hard 
copies of Protected Data) unless Microsoft is required by applicable law to retain such data.  
Vendor agrees that neither it nor its subcontractors or assignees will retain any copy, summary 
or extract of the Protected Data or any related work papers on any storage medium whatsoever 
unless Microsoft is required by applicable law to retain such data.  Upon request, Vendor and/or 
its subcontractors or assignees will provide a certification from an appropriate officer that the 
requirements of this paragraph have been satisfied in full. 
 

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 
contacting the student's district of residence regarding procedures for requesting amendment of 
education records under the Family Educational Rights and Privacy Act (FERPA).  Teachers or 
principals may be able to challenge the accuracy of APPR data provided to Vendor by following the 

 
 

Data Storage and Security Protections: Any Protected Data Vendor receives will be stored on 
systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a secure 
data center facility located within the United States.  The measures that Vendor will take to protect 
Protected Data include adoption of technologies, safeguards and practices that align with the NIST 
Cybersecurity Framework and industry best practices including, but not necessarily limited to, disk 
encryption, file encryption, firewalls, and password protection. 
 

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect Protected Data 
in its custody from unauthorized disclosure while in motion or at rest, using a technology or methodology 
specified by the secretary of the U.S. Department of HHS in guidance issued under Section 13402(H)(2) 
of P.L. 111-5. 
 

Except for changes made by this Amendment, the Enrollment or Agreement identified above remains 
unchanged and in full force and effect. If there is any conflict between any provision in this Amendment 
and any provision in the Enrollment or Agreement identified above, this Amendment shall control. 

 

Microsoft Internal Use Only: 
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This Amendment must be attached to a signature form to be valid. 


