
supplemental Informa�on About Agreement Between [.COMPANY] and BOCES 

(a) The exclusive purposes for which the personally iden�fiable Informa�on provided by BOCES or a 
Par�cipa�ng School District will be used by Vendor is to provide Incident IQ's service management pla�orm 
to BOCES or other Par�cipa�ng School District pursuant to a BOCES Purchase Order. 

(b) Personally iden�fiable informa�on received by Vendor, or by any assignee of Vendor, from BOCES or from a 
Par�cipa�ng School District shall not be sold or used for marke�ng purposes. 

(c) Personally iden�fiable informa�on received by Vendor, or by any assignee of Vendor shall not be shared with 
a sub-contractor except pursuant to a writen contract that binds such a party to at least the same data 
protec�on and security requirements imposed on Vendor under this Agreement, as well as all applicable 
state and federal laws and regula�ons. 

(d) The effec�ve date of this Agreement shall be July 1st, 2023 and the Agreement shall remain in effect un�l 
June 30th 2024, unless sooner by either party for any reason upon thirty (30) days' no�ce. 

(e) Upon expira�on or termina�on of the Agreement without a successor or renewal agreement in place, and 
upon request from BOCES or a Par�cipa�ng School District, Vendor shall transfer all educa�onal agency data 
to the educa�onal agency in a format agreed upon by the par�es. Vendor shall therea�er securely delete all 
educa�onal agency data remaining in the possession of Vendor or its assignees or subcontractors (including 
all hard copies, archived copies, electronic versions or electronic imaging of hard copies) as well as any and 
all educa�onal agency data maintained on behalf of Vendor in secure data center facili�es, other than any 
data that Vendor is required to maintain pursuant to law, regula�on or audit requirements. Vendor shall 
ensure that no copy, summary or extract of the educa�onal agency data or any related work papers are 
retained on any storage medium whatsoever by Vendor, its subcontractors or assignees, or the secure data 
center facili�es unless Vendor is required to keep such data for legal, regulator, or audit purposes, in which 
case the data will be retained in compliance with the terms of this Agreement. To the extent that Vendor 
and/or its subcontractors or assignees may con�nue to be in possession of any de-iden�fied data (data that 
has had all direct and indirect iden�fiers permanently removed with no possibility of reiden�fica�on), they 
each agree not to atempt to re-iden�fy de-iden�fied data and not to transfer de-iden�fied data to any 
party. Upon request, Vendor and/or its subcontractors or assignees will provide a cer�fica�on to the BOCES 
or Par�cipa�ng School District from an appropriate officer that the requirements of this paragraph have 
been sa�sfied in full. 

(f) State and federal laws require educa�onal agencies to establish processes for a parent or eligible student to 
challenge the accuracy of their student data. Third party contractors must cooperate with educa�onal 
agencies in complying with the law. If a parent or eligible student submits a challenge to the accuracy of 
student data to the student's district of enrollment and the challenge is upheld, Vendor will cooperate with 
the educa�onal agency to amend such data. 

(g) Vendor shall store and maintain PII in electronic format on systems maintained by Vendor in a secure data 
center facility in the United States in accordance with its Privacy Policy, NIST Cybersecurity Framework, 
Version 1.1, and the BOCES data security and privacy policy, Educa�on Law Sec�on 2-d, Part 121 of the 
Regula�ons of the Commissioner of Educa�on, and the Monroe #1 BOCES Parents' Bill of Rights for Data 
Privacy and Security, set forth above. Encryp�on technology will be u�lized while data is in mo�on and at 
rest, as detailed above. 

(h) A copy of Vendor's Data Privacy and Security Plan, which vendor affirms complies with 8 N.Y.C.R.R. 121.6 is 
atached hereto as Atachment 1 and is incorporated herein by reference as if fully set forth herein.        

 

 


